Allocate Each Subscriber a 
Randomly Selected Set Of rKeys 
Taken From a Set K Comprising K Keys 



2o 



► Broadcast To Priviliged Users Via 
-►) Broadcast Encryption Protocol Using 
Set of Broadcast Encryption Keys S_ 




YES 



__i 

Update Set of Keys K By Generating 
New Keys To Replace Dead Keys 



Any 

Subscribers Having Less 
JThan a Predetermined Number. 
Of Active Keys? 



YES 



Allocate a New set of Keys To Each 
Subscriber By Randomly Selecting r Keys 
From the Updated Set of Keys K 



FIG. 2 





Ul 

I 



5 
o 




KslOOO 
K*2500 
K=5000 



500 



1000 

Number of Compromised Cards 



1500 



2000 



F.i ■ V 





12000 




500 1000 1500 

Number of Compromised Cards 



2000 



250000 




500 



1000 

Number of Compromised Cards 



1500 
t 



2000 



